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This policy should be read in conjunction with the Safeguarding policy, 

Safeguarding Code of Conduct and Child Protection policy. 

This policy meets the agreed aims of Beacon Hill School in the following ways. 

A creative, enterprising and innovative community in which we all: 
 

● Develop learning for life, lifelong learning 
● Are happy, healthy and heard 
● Widen aspirations through innovative technology 
● Empower families 
● Communicate effectively 
● Maximise independence 
● Nurture core values of respect and friendship 
● Promote inclusive communities 
● Extend confidence 
● Ensure inspiring positive partnerships 
● Celebrate and extend creativity 

 

● For the purposes of this document, Beacon Hill school as an establishment will be referred to as “BH”. 

● The BH administrators referred to herein are those members of the BH information technology (IT) 

support team with administrator-level access on the BH network. As of January 2018, these 

administrators are John Wardle, Phil Robinson. 

● While BH desires to provide a reasonable level of privacy for its network users, users should be aware 

that all data stored on the BH network is property of BH. BH governors cannot guarantee confidentiality 

of information stored on any network device. 

● For security and network maintenance purposes, authorised individuals such as the network 

administrators may monitor systems, equipment, network traffic, internet usage and stored data at any 

time. 

● BH governors reserve the right to audit networks and systems on a periodic basis. 

 

Rationale                   

  

New technologies have become integral to the lives of children and young people in today’s society, both 

within schools and in their lives outside school. 

The internet and other digital and information technologies are powerful tools, which open up new 

opportunities for everyone. Electronic communication helps teachers and students learn from each other. 

These technologies can stimulate discussion, promote creativity and increase awareness of context to 

promote effective learning. Children and young people should have an entitlement to safe internet access at all 

times. 

The requirement to ensure that children and young people are able to use the internet and related 

communications technologies appropriately and safely is addressed as part of the wider duty of care to which 

all who work in schools are bound. Adherence to this policy should help to ensure safe and appropriate use. 

The development and implementation of such a strategy should involve all the stakeholders in a child’s 

education from the Headteacher and governors to the senior leaders and classroom teachers, support staff, 

parents, members of the community and the students themselves. 

The use of these exciting and innovative tools in school and at home has been shown to raise educational 

standards and promote pupil / student achievement. 

However, the use of these new technologies can put young people at risk within and outside the school. Some 

of the dangers they may face include: 

 

 



● Access to illegal, harmful or inappropriate images or other content 

● Unauthorised access to / loss of / sharing of personal information 

● The risk of being subject to grooming by those with whom they make contact on the internet. 

● The sharing / distribution of personal images without an individual’s consent or knowledge 

● Inappropriate communication / contact with others, including strangers 

● Cyber-bullying 

● Access to unsuitable video / internet games 

● An inability to evaluate the quality, accuracy and relevance of information on the internet 

● Plagiarism and copyright infringement 

● Illegal downloading of music or video files 

● The potential for excessive use which may impact on the social and emotional development and 

learning of the young person. 

● Radicalisation and the associated risks to themselves and others 

Many of these risks reflect situations in the off-line world and it is essential that this policy is used in 

conjunction with other school policies (eg behaviour, anti-bullying and child protection policies). 

As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, through 

good educational provision to build students’ resilience to the risks to which they may be exposed, so that they 

have the confidence and skills to face and deal with these risks. 

 

Acceptable and Safe use of ICT 

Core statements  

● All users must take responsibility for their own use of new technologies, making sure that they use 

technology safely, responsibly and legally. 

● All at BH must be active participants in e-safety education, taking personal responsibility for their 

awareness of the opportunities and risks posed by new technologies. 

● No communications device, whether school provided or personally owned, may be used for the bullying 

or harassment of others in any form. 

● No applications or services accessed by users may be used to bring the school, or its members, into 

disrepute. 

● All users have a responsibility to report any known misuses of technology, including the unacceptable 

behaviours of others. 

● All users have a duty to respect the technical safeguards which are in place. Any attempt to breach 

technical safeguards, conceal network identities, or gain unauthorised access to systems and services, 

is unacceptable. 

● All users have a duty to report failings in technical safeguards which may become apparent when using 

their systems and services. 

● All users have a duty to protect their passwords and network logins, and will log off the network when 

leaving workstations unattended. Any attempts to access, corrupt or destroy other users’ data or 

compromise the privacy of others in any way, using any technology, is unacceptable. 

● All users will use network resources responsibly. Wasting staff effort or networked resources, or using 

the resources in such a way so as to diminish the service for other network users, is unacceptable. 

● All users will understand that network activity and online communications are monitored, including any 

personal and private communications made via the school network. 

● All users will be aware that in certain circumstances where unacceptable use is suspected, enhanced 

monitoring and procedures may come into action, including the power to check and/or confiscate 

personal technologies such as mobile phones. 

● All users must take responsibility for reading and upholding the standards laid out in this policy. 

● All users should understand that this policy is regularly reviewed and consistently enforced. 



General security 

● When thinking about storing data on the BH network, users should try to classify information as either 

confidential or non-confidential. Any document containing full names, contact details or information 

about a specific pupil or member of staff must be deemed confidential. If a user is in doubt about the 

level of confidentiality required when storing a document, they must treat it as being confidential. 

● Confidential information must be kept securely on an account that only one person plus administrators 

have access to. The BH individual accounts were designed for this purpose, the “My Documents” 

storage on each account can only be accessed by the user and the administrators. Users will take all 

necessary steps to prevent unauthorised access to confidential information. 

● All members of staff at BH and users of the BH computer infrastructure that are not employed by BH 

will be given access to an individual account with personal storage space. These accounts, depending 

on employment role, will also be connected to certain “shared areas” for sharing files between users. 

● Each classroom will be given use of a class account to quickly and easily allow pupils’ access to 

computers. These classroom accounts must be used as intended and not used as a one-stop account 

for every purpose. The teacher or acting teacher of each class is responsible for this account and will 

ensure that is being used appropriately. 

● BH network administrators have access to all user accounts but will not abuse this ability to invade the 

privacy of members of staff. 

● Passwords must be kept secure and accounts must not be shared. It is vital that only the user has 

access to their personal account. Never give an administrator or other member of staff your password, 

even for maintenance purposes, as an administrator can reset your password via the BH server. 

● Passwords must consistently maintain a level of strong complexity. Where possible, passwords will 

contain at least one uppercase letter and one digit, and be over eight characters long. Certain 

applications allow the use of special characters such as hyphens (-), slashes (/ and \) and exclamation 

marks (!). Again, if possible, one of these characters should be employed in passwords to heighten 

complexity. 

● An administrator will change system level passwords every three months. 

● Users will change their individual passwords every six months. If the user is unsure of how to change a 

password in a certain application, they should contact an administrator. 

● When users leave a workstation during the day, they must select the “Log Off” option from the Start 

Menu, allowing other users too quickly and easily access the computer after them, whilst keeping the 

previous user’s account secure. If a user is leaving a workstation after 16:00, they must select the 

“Shut Down” option from the start menu. If a user leaves their workstation temporarily, they must press 

the “Windows start key” and the “L” key at the same time to lock the computer, then use the 

on-screen instructions to unlock it when they return. 

● Users leaving accounts logged on whilst not at a PC may have their account logged off by an 

administrator, for security purposes. Please avoid this as it may incur data loss. 

USB Device Usage 

● All teachers at BH and other members of staff that are deemed to require a memory stick will be 

provided with specific 100% encrypted memory sticks. No other memory stick will be granted access 

on BH computers unless a BH network administrator is first consulted. 

● The utmost care must be taken when using memory sticks on the BH network. Avoid storing 

confidential information on a memory stick for any length of time, including photographs of any person. 

If confidential information has to be transferred, it is strongly recommended that an encryption tool such 

as WinRAR be used to create an encrypted, passworded archive to contain the confidential 

information. Such an encrypted archive should be used on top of the hardware encryption provided by 

the encrypted memory sticks used at BH. The archive and the confidential information must be deleted 

from all but one source, which must not be the memory stick, when the transfer has been completed. 

● If you are given a memory stick to use on the BH network by someone that isn’t a user of the network, 

for whatever purpose, do not use it on a BH network computer. It must be first given to a network 



administrator to test on a non-networked machine. Bear in mind that users may not be malicious, but 

viruses can be transferred from personal computer to memory stick without the user knowing. 

● If a memory stick is lost, a network administrator must be informed as soon as possible, and they will 

ask you to try and recite the contents of the stick.  

● External hard drives must be registered with a network administrator and if deemed virus free and safe 

for use, will only be granted temporary usage. 

● An external program will be used to monitor and whitelist USB devices so that unknown USB devices 

cannot be used on BH network computers. 

● Only cameras provided by BH can be used on machines connected to the BH network as such devices 

can also be used as memory sticks. 

E-Mail Usage 

● BH network administrators and governors have access to, and reserve the right to, check emails sent 

from the domain. 

● It is acceptable for staff to send personal emails from different accounts such as Hotmail, Yahoo before 

08:45, between 12:00 and 13:00, or after 15:40. Users must be aware that all school related emails 

sent are sent from a BH e-mail address and as such have to be carefully considered before sending. 

● Personal emails between staff must follow the same rules as those sent to persons not employed by 

BH. 

● The use of inappropriate, derogatory or insulting language is not acceptable in communication to or 

from a BH e-mail address. Any illegal topics broached in e-mail including racial slur, will be dealt with 

by the police. 

● Personal emails sent during working hours must first be granted permission by a line-manager. 

Personal emails sent during work hours without permission will be treated as a misuse of paid time. 

● E-mail attachments must be considered carefully when sending or opening. It is safe to presume the 

majority of files on BH network are virus-clean, but files with the following extensions may need advice 

from an administrator if they need to be emailed as they can automatically be deemed virus-ridden by 

some email hosts: .exe, .js, .vb, .vbs, .rar. 

● While BH is using the North Tyneside Learning Platform (ntlp) system, it is generally safe to presume 

that attachments have been virus checked by NTC systems. If a user is unsure about the safety of an 

attachment, they should contact a network administrator before opening the file(s). 

● Emails sent to organisations outside of BH must be composed in a professional manner without the 

use of informal abbreviations, acronyms and emoticons (such as ☺ smilies/faces). 

Internet Usage 

● All internet access at BH is monitored and checked on a continuing basis by the Local Authority (LA). 

● BH internet access is provided by North Tyneside Council and uses their bespoke PRIMARY school 

filtering hardware and software to offer the most appropriate protection for BH usage in Primary and 

Secondary departments which disallow access to Facebook, Twitter, YouTube and a number of other 

social networking websites. 

● Staff accounts and Sixth form wireless computers use LIBRARY filtering hardware and software which 

allows greater access to information. 

● The filter allows access to most shopping websites and online banking websites. Members of staff at 

BH may use such websites before 08:45, between 12:00 and 13:00, or after 15:40, as long as these 

websites aren’t being used during paid time. 

Users must not: 

● Visit internet sites that contain obscene, hateful, pornographic or otherwise illegal material. 

● Use any computer on either BH site to perpetrate any form of fraud or software, film or music piracy. 

Only sample music clips of up to 30 seconds can legally be used and stored on the BH network. 

  



BH Pupils and Internet/E-mail Usage 

● Pupils will always be supervised when accessing the internet in primary departments. 

● When a pupil is composing an e-mail, the contents and e-mail address the e-mail is being sent to must 

be supervised and accepted before the e-mail message is sent in Primary department, students will be 

given greater freedom in Secondary and Sixth form departments after E –safety education. 

● Any inappropriate e-mails sent or received will be dealt with as quickly as possible by filling in an 

incident form and notifying a line manager or network administrator. 

Mobile Phone Usage 

● Personal mobile phones must not be carried around school in pockets or bags. They must be locked 

away securely. 

● Personal mobile phones may be checked and/or carried outside/into the staff room before 08:45, 

between 12:00 and 13:00, or after 15:40. 

● Personal phone calls or the sending of text messages must not be made outside of these hours without 

permission from a line-manager. 

● BH will provide specific work mobile phones to those members of staff deemed to require one.  

● The taking of pictures from a mobile phone is allowed on teacher’s phones if a digital camera is 

unavailable, but images need to be removed before leaving work.  

● Mobile phones must not be taken into a bathroom or changing area at any time. 

 

Social Networking at, and by, Beacon Hill staff and students 
 

Social networking and its development has become, in recent years, an increasingly important feature of 
modern communication between individuals, but also in terms of business and organisational communication. 
The expansion of such networks on the internet has transformed ways we interact and the school views this as 
a positive opportunity for closer communication with parents and other stakeholders within the community.  
 

Though this technology brings with it new and exciting methods of communication, it also brings with it 
increasing risks relating to appropriate usage. It is therefore important that as a school we develop systems to 
safely embrace this technology when engaging with our stakeholders in the community, as part of an effective 
communication strategy. It is therefore important that we balance activities to take into account legal 
requirements, the reputation of the school and our partners and ensure that any activities are within agreed 
principles.  
 
This policy has therefore been developed to accompany the school’s E - Strategy as agreed by the Governing 
Body. Though this latter strategy concentrates on the development of social media and networking within a 
Teaching & Learning related environment, this specific policy has been adopted to offer additional clarity in 
relation to personal usage, both within and outside of school. 
 
Defining social networking 
For the purpose of this policy, social networking can be defined as: 
 

“Web-based services that allow individuals to (1) construct a public or semi-public profile within a 
bounded system, (2) articulate a list of other users with whom they share a connection, and (3) 
view and traverse their list of connections and those made by others within the system.” 
 

This definition is commonly used to include websites which allow people to interact with each other in some 
way – by sharing information, opinions, knowledge and interests, examples evidenced by ACAS include: 
 

● Facebook – a social networking service where users create personal profiles, add other users as 
friends and exchange messages.  

● Twitter - a micro blogging service enabling its users to send and read publicly visible messages called 
tweets and subscribe to other users’ tweets.  

● LinkedIn – a business-related social networking site mainly used for professional networking.  
● MySpace – an online community of users’ personal profiles. These typically include photographs, 

information about personal interests and blogs.  
 



This list is not exhaustive and would include other web based services such as blogs, message boards, photo 
document and video sharing websites and micro blogging services.  
 
Aims & Objectives 
 
The purpose of this policy is to ensure that personal usage of social networking sites promotes safer working 
practice and in doing so will minimise the risk of misplaced or malicious allegations made against workers 
within school. It will also act as a preventative measure in relation to workers misusing their position of trust 
and in doing so reduce the potential risk to the school (both legal and to its reputation)  and to workers within 
school through a requirement that workers follow an agreed set of principles in their usage of social 
networking.   
 
In addition it will ensure clarity between information issued on behalf of the school by a worker (covered by the 
school E-Strategy) and information released through general usage of social networking sites. 
 
Scope 
 
This document will be made available to all workers (as defined below) engaged in school who will then be 
expected to familiarise themselves with the principles covered within this policy. Where these principles are not 
adhered to then the school reserve the right to take appropriate action, in the following manner: 
 

● Where they are an employee - reference may be made to the school disciplinary policy and procedure 
to determine appropriate action. 

 
● Where they are an agency worker - reference may be made to the agency for their withdrawal and a 

request made for the agency to consider its own procedures relating to conduct. 
 

● Where they are acting under a “contract for service” - reference may be made to the obligations within 
the relevant contract with the school.  

 
This document does not replace or take priority over advice relating to other policies issued around 
safeguarding or IT security issues (email, ICT and data protection policies), but is intended to both supplement 
and complement any such documents.  
 
This policy should also be read in conjunction with the schools e- strategy1, together with the following school 
documentation: 
 

● IT security and fair usage policy 
 
● Equality policy 

 
● Child protection policy 

 
● Disciplinary policy and procedures  

 
● Guidance on Cyberbullying 

 
● Guidance for Safer Working Practice for Adults who Work with Children and Young People 

 
● Guidance relating to the school e-strategy 

 
● Staff Code of conduct  

 
Whilst every attempt has been made to cover a wide range of situations, it is recognised that this policy cannot 
cover all eventualities. There may be times when professional judgements are made in situations not covered, 
or which directly contravene the standards outlined in this document. It is expected that in these circumstances 
workers in school will always advise the Headteacher of the justification for any such action already taken or 
proposed. Headteachers will in turn seek advice from the School Link HR Advisor where appropriate.  
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Principles 

 
Though use of social networking sites not related to school based activities does not require approval, it is 
expected that workers covered by this policy will follow the following principles while engaged in such 
activities: 
 

● Where it is intended to use social networking sites for an activity on behalf of school, you should ensure 
you have received approval from a member of the SMT prior to undertaking such activities. 

● Communication between adults and pupils by whatever method, should take place within clear and 
explicit professional boundaries as agreed by the school SMT (e.g. the school based Learning 
Platform), conforming with the requirements of equalities legislation in such communications. Any 
digression from such boundaries should be reported to your line manager.   

● Personal use of the internet, including access to social networking sites, will be permitted on 
designated school based equipment (where available) either before or after work or during designated 
lunch periods. Non work related access during work time is not permitted unless prior approval has 
been granted by a member of the SMT. Usage should not involve any breach of copyright, or promote 
any financial, commercial, business, or political interests.  

● All workers, particularly those new to the school setting, should review their social networking sites 
when they join the school to ensure that information available publicly about them is accurate and 
appropriate (e.g. photographs that may cause embarrassment to themselves and the school if they are 
published outside of the site).  

● Confidentiality needs to be considered at all times through ensuring workers do not release any 
confidential information about themselves, the school or its partners, pupils or other stakeholders within 
the community. 

● Assigning a school pupil as a ‘friend’ on their social networking page is prohibited, and caution should 
be taken regarding becoming ‘friends’ with ex-students where siblings continue to attend the school. In 
addition workers should never use, access, or become a “friend” of the social networking pages of 
pupils on the roll of the school. 

● Workers who comment upon policies relating to school should highlight their connection to the school, 
making it clear that comments are their own personal views/opinions and not representative of those of 
the school unless such comment has received prior approval by a member of SMT.  

● When using social media sites, when not in use for school business, you should refrain from using work 
based e-mail contact address (such as .northtyneside.gov.uk or ntlp.gov.uk) or the school logo unless 
prior approval has been granted by the school SMT. 

● While commenting within social networking sites, remarks must never be derogatory, offensive, reflect 
negatively on your professionalism, or have the potential to bring the school into disrepute2.   

● There will be occasions when there are social contacts between pupils and staff, where for example the 
parent and teacher are part of the same social circle. These contacts however, will be easily 
recognised and should be openly acknowledged with the Head Teacher where there may be 
implications for the adult and their position within the school setting. 

● All workers have a responsibility to report any unsuitable material uncovered relating to workers 
activities within a social networking site to the Headteacher, who will determine the appropriate action 
inclusive of reporting to external agencies. 

 

Social Networking in relation to the Safeguarding Policy  
 

Adults will: 

● Uphold the law and maintain a good standard of behaviour both inside and outside of school; both 

online and offline.  The content in cyberspace does not elude the law – a posting in the public domain 

can still constitute a defamatory publication.  Employers can take disciplinary action if they can prove 

your conduct has caused detriment. 

● Note that they may lose respect in their post and defamation of character by placing things in the public 

eye that relate to their role or other members of staff. 
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● In all instances, not disclose anything on social networking sites that are related or could be related 

back to their work.  If it is necessary to disclose information by these means it is advised to do so via 

private means and not, for example, on a ‘Facebook’ wall. 

Propriety and Behaviour 

Adults will not: 

● Place images and videos of themselves on a public space on the internet such as ‘YouTube’, or 

‘Facebook’, which could show themselves or other members of council staff in a way which could 

damage the council’s reputation must be avoided and the council will take seriously any action deemed 

to show a lacking in standards both online and offline. 

● Discuss other members of staff or students in a negative fashion in a public space on the internet goes 

against the ‘Code of Conduct’ and does not treat people with respect and courtesy. All staff have the 

responsibility to maintain public confidence in their ability to safeguard the welfare and best interests of 

children and young people. 

● Become “friends”, “link” with or “follow” parents or guardians of children at Beacon Hill on social 

networking sites. It will be made clear to parents that this is inappropriate. Such requests must be 

mentioned to a line manager. 

● Any unauthorised contact between parents and members of staff at Beacon Hill must be recorded on 

an incident form. 

Communication with Children and Young People 

● Communication between children and adults by whatever method should always take place with clear 

and explicit professional boundaries. 

● Staff must not share any personal information with any young people or children.  They must not 

respond to requests or request any personal information from the child/young person, other than that 

which may be appropriate as part of their professional role. 

● Staff will ensure that all communications are transparent and open to scrutiny. 

 
 
 

E-safety of Students and Staff at Beacon Hill  
  

This section of the policy applies to all members of the school community (including staff, students, volunteers, 

parents / carers, visitors, community users) who have access to and are users of school ICT systems, both in 

and out of school. 

The Education and Inspections Act 2006 empowers Headteachers, to such extent as is reasonable, to 

regulate the behaviour of students when they are off the school site and empowers members of staff to impose 

disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying, or other e-

safety incidents covered by this policy, which may take place out of school, but is linked to membership of the 

school.  

The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies 

and will, where known, inform parents / carers of incidents of inappropriate e-safety behaviour that take place 

out of school. 

 

  



Roles and Responsibilities relating to E-Safety at Beacon Hill  

  

The following section outlines the roles and responsibilities for e-safety of individuals and groups within the 

school: 

Governors: 

Governors are responsible for the approval of the E-Safety Policy and for reviewing the effectiveness of the 

policy. This will be carried out by the Governors receiving regular information about e-safety incidents and 

monitoring reports. The ICT link Governor will meet with the ICT Coordinator termly to enable:  

• monitoring of e-safety incident logs 

• monitoring of filtering / change of control logs 

• reporting to relevant Governors committee / meetings  

 

Headteacher and Senior Leaders: 

• The Headteacher is responsible for ensuring the safety (including e-safety) of members of the school 

community though the day to day responsibility for e-safety will be delegated to the E safety Officer and 

ICT technician 

• The Headteacher / Senior management are responsible for ensuring that the E Safety Officer and other 

relevant staff receive suitable CPD to enable them to carry out their e-safety roles and to train other 

colleagues, as relevant 

• The Headteacher / Senior management will ensure that there is a system in place to allow for 

monitoring and support of those in school who carry out the internal e-safety monitoring role. This is to 

provide a safety net and also support to those colleagues who take on important monitoring roles. 

• The Headteacher and another member of the Senior Management Team should be aware of the 

procedures to be followed in the event of a serious e-safety allegation being made against a member of 

staff. 

 

E-Safety Officer/ICT Coordinator: 

• leads e-safety 

• takes day to day responsibility for e-safety issues and has a leading role in establishing and reviewing 

the school e-safety policies 

• ensures that all staff are aware of the procedures that need to be followed in the event of an e-safety 

incident taking place. 

• provides training and advice for staff 

• liaises with the Local Authority: Margaret Cowan 

• liaises with school ICT technical staff 

• receives reports of e-safety incidents and creates a log of incidents to inform future e-safety 

developments. 

• meets regularly with ICT link Governor to discuss current issues, review incident logs and filtering / 

change control logs 

• attends relevant meeting with Governors 

  

Technical staff:  

Are responsible for ensuring: 

• that the school’s ICT infrastructure is secure and is not open to misuse or malicious attack 

• that the school meets the e-safety technical requirements of any relevant Local Authority E-Safety 

Policy and guidance 

• that users may only access the school’s networks through a properly enforced password protection 

policy, in which passwords are regularly changed 

• that the local authority is informed of issues relating to the filtering applied throughout the school 



• keeps up to date with e-safety technical information in order to effectively carry out their e-safety role 

and to inform and update others as relevant 

• that the use of the Virtual Learning Environment (VLE)  and email is regularly monitored by the local 

authority who run the VLE in order that any attempted misuse can be reported to the E-Safety Officer 

for investigation 

• that there is ongoing monitoring of the file server and specific account monitoring systems implemented 

if the need arises 

Teaching and Support Staff are responsible for ensuring that: 

• they have an up to date awareness of e-safety matters and of the current school e-safety policy and 

practices 

• they have read, understood and signed the school Staff Acceptable Use Agreement 

• they report any suspected misuse or problem to the E-Safety Officer and or Technical staff 

• digital communications with students should be on a professional level and only carried out using 

official school systems 

• e-safety issues are embedded in all aspects of the curriculum and other school activities 

• that if appropriate the students understand and follow the school e-safety and acceptable use policy 

• they monitor ICT activity in lessons, extra curricular and extended school activities 

• they are aware of e-safety issues related to the use of mobile phones, cameras and hand held devices 

and that they monitor their use and implement current school policies with regard to these devices 

• Contact Technical Staff if any unsuitable material is found in internet searches 

Child Protection Officer  

should be trained in e-safety issues and be aware of the potential for serious child protection issues to arise 

from: 

• sharing of personal data 

• access to illegal / inappropriate materials 

• inappropriate on-line contact with adults / strangers 

• potential or actual incidents of grooming 

• cyber-bullying 

• Radicalisation 

   

ICT Team   

Members of the ICT team will assist with: 

• the review of the school e-safety policy. 

• the review of the school filtering or control logs 

  

Students: 

• Are responsible for using the school ICT systems, with guidance from staff in accordance with the 

Student Acceptable Use Agreement, which they will be expected to sign if appropriate before being 

given access to school systems. 

• If appropriate to their level of understanding develop safe research skills and avoid plagiarism and 

uphold copyright regulations 

• need to understand the importance of reporting abuse, misuse or access to inappropriate materials and 

know how to do so 

• will be expected to know and understand school policies on the use of mobile phones, digital cameras 

and hand held devices. They should also know and understand school policies on the taking / use of 

images and on cyber-bullying. 

• should understand the importance of adopting good e-safety practice when using digital technologies 

out of school and realise that the school’s E-Safety Policy covers their actions out of school, if related 

to their membership of the school. 

 



Parents / Carers 

Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet / 

mobile devices in an appropriate way. The school will take every opportunity to help parents understand these 

issues through parents’ evenings, newsletters, letters, website / VLE and information about national / local e-

safety campaigns / literature.  Parents and carers will be responsible for: 

• accessing the school website / VLE / on-line student records in accordance with the relevant school e 

safety policy. 

  

Community Users 

Community Users who access school ICT systems / website / VLE as part of the Extended School provision 

will be expected to sign a Community User Acceptable Use Agreement before being provided with access to 

school systems. 

 

 

Policy Statements 

  

Education – students 

Whilst regulation and technical solutions are very important, their use must be balanced by educating students 

to take a responsible approach.  The education of students in e-safety is therefore an essential part of the 

school’s e-safety provision. Children and young people need the help and support of the school to recognise 

and avoid e-safety risks and build their resilience. 

 

E-Safety education will be provided in the following ways: 

• A planned e-safety programme should be provided as part of  ICT / PHSE / other lessons and should 

be regularly revisited – this will cover both the use of ICT and new technologies in school and outside 

school 

• Key e-safety messages should be reinforced as part of a planned programme of assemblies and 

pastoral activities 

• Students should be taught in all lessons to be critically aware of the materials they access on-line and 

be guided to validate the accuracy of information 

• Students should be taught about how/where to report concern/worries relating to E-safety and ICT use 

where appropriate. 

• Students should be helped to understand the need for the student Acceptable Use Agreement and 

encouraged to adopt safe and responsible use of ICT, the internet and mobile devices both within and 

outside school 

• Students should be taught to acknowledge the source of information used and to respect copyright 

when using material accessed on the internet 

• Rules for use of ICT systems / internet will be posted in rooms where ICT is used.  

• Staff should act as good role models in their use of ICT, the internet and mobile devices 

Education – parents / carers 

The school will seek to provide information and awareness to parents and carers about e-safety risks and 

issues their children may come across through: 

• Newsletters, web site, VLE 

• Parents coffee mornings 

  

Education & Training – Staff 

It is essential that all staff receive e-safety training and understand their responsibilities, as outlined in this 

policy. Training will be offered as follows: 

• A planned programme of formal e-safety training will be made available to staff as part of the induction 

process, ensuring that they fully understand the school e-safety policy and Acceptable Use 

Agreements 



• The E-Safety officer receive regular updates through attendance Local Authority training sessions 

• This E-Safety policy and its updates will be presented to and offered for discussion by staff in staff 

meetings 

• The E-Safety officer will provide advice / guidance / training as required to individuals 

  

Training – Governors 

Governors should take part in e-safety awareness sessions. This may be offered in a number of ways: 

• Attendance at training provided by the Local Authority 

• Participation in school information sessions for staff or parents 

 

Technical – infrastructure / equipment, filtering and monitoring 

The school will be responsible for ensuring that the school network is as safe and secure as is reasonably 

possible and that policies and procedures approved within this policy are implemented.  It will also need to 

ensure that the relevant people named in the above sections will be effective in carrying out their e-safety 

responsibilities:   

• School ICT systems will be managed in ways that ensure that the school meets the e-safety technical 

requirements outlined in any relevant Local Authority E-Safety Policy and guidance 

• There will be regular reviews and audits of the safety and security of school ICT systems 

• Servers, wireless systems and cabling must be securely located and physical access restricted 

• All users will have clearly defined access rights to school ICT systems. Details of the access rights 

available to groups of users will be recorded by the Technical staff and will be reviewed, at least 

annually, by the ICT team 

• All staff users will be provided with a username and password by Technical staff who will keep an up to 

date record of users and their usernames.  Users will be required to change their password every term. 

Class log ins will be used for students to work on and staff should not use class log ons for their own 

network access 

• The “administrator” passwords for the school ICT system, used by the ICT Team must also be available 

to the Headteacher or other nominated senior leader and kept in a secure place (eg school safe) 

• Users will be made responsible for the security of their username and password, must not allow other 

users to access the systems using their log on details and must immediately report any suspicion or 

evidence that there has been a breach of security. 

• The school supports the managed filtering service provided by North Tyneside local Authority. 

• The school has provided enhanced user-level filtering through the use of the “libraries” filtering 

programme in the sixth form social ICT area and for teaching staff across school. 

• Any filtering issues should be reported immediately to North Tyneside filtering service, and no changes 

can be made within the school. 

• An appropriate system is in place for users to report any actual / potential e-safety incident to the 

Technical staff and the E safety Officer 

• Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, 

work stations, hand held devices etc from accidental or malicious attempts which might threaten the 

security of the school systems and data. 

• The Acceptable Use Agreement outlines the position on downloading of executable files by users 

• The Acceptable Use Agreement outlines the extent of personal use that users (staff / students / pupils / 

community users) and their family members are allowed on laptops and other portable devices belonging 

to the school and personal devices that may be used in and out of school. 

• The Acceptable Use Agreement outlines the guidance on installing programmes on school workstations / 

portable devices.  

• The Acceptable Use Agreement outlines the guidance on the use of removable media (eg memory sticks 

/ CDs / DVDs) by users on school workstations / portable devices. 

• The school infrastructure and individual workstations are protected by up to date virus software. 

• Personal data cannot be taken off the school site unless safely encrypted or otherwise secured. 



Curriculum 

E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages in the 

use of ICT across the curriculum. 

• in lessons where internet use is pre-planned, it is best practice that students should be guided to sites 

checked as suitable for their use and that processes are in place for dealing with any unsuitable 

material that is found in internet searches. 

• Where students are allowed to freely search the internet, eg using search engines, staff should be 

vigilant in monitoring the content of the websites the young people visit.  

• Students should be taught in all lessons to be critically aware of the content they access on-line and be 

guided to validate the accuracy of information 

• Students should be taught to acknowledge the source of information used and to respect copyright 

when using material accessed on the internet. 

Use of digital and video images - Photographic, Video 

• The development of digital imaging technologies has created significant benefits to learning, allowing 

staff and students instant use of images that they have recorded themselves or downloaded from the 

internet. However, staff and students need to be aware of the risks associated with sharing images and 

with posting digital images on the internet. Those images may remain available on the internet forever 

and may cause harm or embarrassment to individuals in the short or longer term. There are many 

reported incidents of employers carrying out internet searches for information about potential and 

existing employees. The school will inform and educate users about these risks to reduce the likelihood 

of the potential for harm:   

• When using digital images, staff should inform and educate students about the risks associated with 

the taking, use, sharing, publication and distribution of images. In particular they should recognise the 

risks attached to publishing their own images on the internet eg on social networking sites. 

• Staff are allowed to take digital / video images to support educational aims, but must follow the 

Acceptable use Agreement concerning the sharing, distribution and publication of those images. Those 

images should only be taken on school equipment, or teaching staff’s equipment following the 

Acceptable user agreement that data should not be taken off site, the personal equipment of all other 

staff should not be used for such purposes. 

• Care should be taken when taking digital / video images that students are appropriately dressed and 

are not participating in activities that might bring the individuals or the school into disrepute. 

• Students must not take, use, share, publish or distribute  images of others unless they have 

competency to give their permission 

• Photographs published on the website, or elsewhere that include students will be selected carefully and 

will comply with good practice guidance on the use of such images. 

• Students’ full names will not be used anywhere on a website or blog, particularly in association with 

photographs. 

• Written permission from parents or carers will be obtained before photographs of students and their 

work are published on the school website 

  

Data Protection 

Personal data will be recorded, processed, transferred and made available according to the Data Protection 

Act 1998 which states that personal data must be: 

• Fairly and lawfully processed 

• Processed for limited purposes 

• Adequate, relevant and not excessive 

• Accurate 

• Kept no longer than is necessary 

• Processed in accordance with the data subject’s rights 

• Secure 

• Only transferred to others with adequate protection. 



Staff must ensure that they: 

• At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or 

misuse. 

• Use personal data only on secure password protected computers and other devices, ensuring that they 

are properly “logged-off” at the end of any session in which they are using personal data. 

• Transfer data using encryption and secure password protected devices. 

When personal data is stored on any portable computer system, USB stick or any other removable media: 

• the data must be encrypted and password protected 

• the device must be password protected (many  memory sticks / cards and other mobile devices cannot 

be password protected) 

• the device must offer approved virus and malware checking software 

  

Communications  

A wide range of rapidly developing communications technologies has the potential to enhance learning. The 

following table shows how the school currently considers the benefit of using these technologies for education 

outweighs their risks / disadvantages: 

  

  

  Staff & 

other 

adults 

   Students 

/ Pupils 
   

Communication 

Technologies 
Allowed Allowed 

at certain 

times 

Allowed for 

selected 

staff 

Not 

allowed 

Allowed Allowed 

at certain 

times 

Allowe

d with 

staff 

permis

sion 

Not 

allowe

d 

Mobile 

phones may 

be brought to 

school 

x       X       

Use of 

mobile 

phones in 

lessons 

    x     X     

Use of 

mobile 

phones in 

social time 

X         x     

Taking 

photos on 

mobile 

phones or 

other camera 

devices 

    x       x   

Use of hand 

held devices 

eg PDAs, 

PSPs 

x           X   



Use of 

personal 

email 

addresses in 

school, or on 

school 

network 

  x         x   

Use of school 

email for 

personal 

emails 

      x    x    

Use of chat 

rooms / 

facilities 

  x         x   

Use of 

instant 

messaging 

  x         X   

Use of social 

networking 

sites 

  x         X   

Use of blogs x           X   

  

When using communication technologies the school considers the following as good practice: 

• The official school email service may be regarded as safe and secure and is monitored. Staff and 

students should therefore use only the school email service to communicate with others when in 

school, or on school systems 

• Users need to be aware that email communications may be monitored 

• Users must immediately report, to the e safety officer or technical staff the receipt of any email that 

makes them feel uncomfortable, is offensive, threatening or bullying in nature and must not respond to 

any such email. 

• Any digital communication between staff and students or parents / carers (email, chat, VLE etc) must 

be professional in tone and content. These communications may only take place on official (monitored) 

school systems. Personal email addresses, text messaging or social networking programmes must not 

be used for these communications. 

• All students will be provided with individual school email addresses for educational use. 

• Students should be taught about email safety issues, such as the risks attached to the use of personal 

details. They should also be taught strategies to deal with inappropriate emails and be reminded they 

must not include any unsuitable or abusive material. 

• Personal information should not be posted on the school website and only official email addresses 

should be used to identify members of staff. 

Unsuitable / inappropriate activities 

The school believes that the activities referred to in the following section would be inappropriate in a school 

context and that users, as defined below, should not engage in these activities in school or outside school 

when using school equipment or systems. The school policy restricts certain usage as follows: 

• no mobile phone will ever be with a member of staff undertaking intimate care tasks. 

• users shall not visit Internet sites, make, post, download, upload, data transfer, communicate or pass 

on, material, remarks, proposals or comments that are classed as illegal or any other information which 

may be offensive to colleagues or breaches the integrity of the ethos of the school or brings the school 



into disrepute 

• users will not carry out sustained or instantaneous high volume network traffic (downloading / 

uploading files) that causes network congestion and hinders others in their use of the internet. 

• using school systems to run a private business. 

• will not use systems, applications, websites or other mechanisms that bypass the filtering or other 

safeguards employed by the school 

• will not upload, download or transmit commercial software or any copyrighted materials belonging to 

third parties, without the necessary licensing permissions 

• will not reveal or publicising confidential or proprietary information (eg financial / personal information, 

databases, computer / network access codes and passwords). 

• will not participate in online gaming that is not for educational purposes. 

  

Responding to incidents of misuse 

It is hoped that all members of the school community will be responsible users of ICT, who understand and 

follow this policy. However, there may be times when infringements of the policy could take place, through 

careless or irresponsible or, very rarely, through deliberate misuse.  

If any apparent or actual misuse appears to involve illegal activity ie. 

• child sexual abuse images 

• adult material which potentially breaches the Obscene Publications Act 

• criminally racist material 

• other criminal conduct,  activity or materials including that which is intended to radicalise 

The matter must be reported immediately to the Headteacher who will contact the local Authority for further 

guidance. The computer must be turned off at the plug but not logged off to preserve evidence 

  

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal it is essential 

that correct procedures are used to investigate, preserve evidence and protect those carrying out the 

investigation. This will be referred to the Technical staff and any misuse will be logged and passed on to the E 

safety officer who will decide upon the next course of action. 

Review of this Policy 

  

This policy has been developed by the ICT Coordinator and through consultation with 

 

• Headteacher / Senior Leaders 

• Teachers 

• Support Staff 

• ICT Technical staff 

• Governors 

• Parents and Carers 

• Child Protection team 

Schedule for Review 

This Safe ICT and Internet Use policy was approved by the Governing Body on:............................ 

The implementation of this policy will be monitored by the ICT team. 

Monitoring will take place at yearly intervals. 

Due to the ever changing nature of information and communication technologies the Governing Body of 
Beacon Hill school have agreed to review this policy annually and, if necessary, more frequently in response 
to any significant new developments.  
 



The next anticipated review date will be January 2019 

Should serious e-safety incidents take place, the following persons should be informed: Justina Terretta, LA 

ICT Manager, LA Safeguarding Officer, Police Commissioner’s Office 

 


